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discovery and patching of vulnerabilities can effectively reduce losses. Traditional rule-based vulnerability detection
methods, relying upon rules defined by experts, suffer from a high false negative rate. Deep learning-based methods
have the capability to automatically learn potential features of vulnerable programs. However, as software
complexity increases, the precision of these methods decreases. On one hand, current methods mostly operate at the
function level, thus unable to handle inter-procedural vulnerability samples. On the other hand, models such as
BGRU and BLSTM exhibit performance degradation when confronted with long input sequences, and are not adept
at capturing long-term dependencies in program statements. To address the aforementioned issues, the existing
program slicing method has been optimized, enabling a comprehensive contextual analysis of vulnerabilities
triggered across functions through the combination of intra-procedural and inter-procedural slicing. This facilitated
the capture of the complete causal relationship of vulnerability triggers. Furthermore, a vulnerability detection task
was conducted using a Transformer neural network architecture equipped with a multi-head attention mechanism.
This architecture collectively focused on information from different representation subspaces, allowing for the
extraction of deep features from nodes. Unlike recurrent neural networks, this approach resolved the issue of
information decay and effectively learned the syntax and semantic information of the source program. Experimental
results demonstrate that this method achieves an F1 score of 73.4% on a real software dataset. Compared to the

comparative methods, it shows an improvement of 13.6% to 40.8%. Furthermore, it successfully detects several

vulnerabilities in open-source software, confirming its effectiveness and applicability.

Keywords: vulnerability detection, program slice, deep learning, attention mechanism
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i
/* diffif ), A Rs->ndeclevels
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retum 0,
*f
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case FF_ DWT33:
dwt_decodeSi(s. t):
break:
default:
retum -1:

'
retum (0

V

static void dwt_decodeS3(DWTContext *s. int #t)

!

/f sinkifi ), LA U7
int w = s--linelen[s- ndeclevels - 1][0]:

2 AR BIRARES] CVE-2015-8662
Figure 2 A vulnerability sample CVE-2015-8662 of “caller type”
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I sinkifi ), £E a3
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ERN ERR."..". 1)
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retum 0

i
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B3 “HRAISEm” BRI CVE-2018-10878
Figure 3 A vulnerability sample CVE-2018-10878 of “called type”
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Figure 4 Cross function procedural slice structure
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MmN BEZPRBWBERF P={f,,
fbs A TEAESY=1{g, e} KIHFTEKH
Yo =if 1

W JdREREVIAESC

1) C=0,

2) for FAN K%L f e Pdo

3 N AEREFRBEG =(V,E);

4) end for

5) for NN T HEAe eY& f €Y, > G do

6) if g EIZHIRALIE A then

7) FERAT @ vl A B I i ) 4
LiEte —>e, M Bike;

8) end if

9) K RS AT D)F fs )5
) A bs;

10) NI ps= fsUbs, UFRRE
PG, FIRBRENE IR 3T 5 AT,

11) ifeg 42| KA 1154 then

12) Mikk e 5 e ZIBIHITTRIER,
SERAEY ps
13) end if

14) for HILE ps o HEEAN R B0 FHIE
f)se f do

15) NP RIME g e P> G,
FT sHHORBEE MR R AL ATV A s, 5

16) “UR SRR R AR 1 )
ps'=ps beforesUfs, U ps, afters;

17) end for

18)  for /AR T, 1 A B B
heP— G, do

19) WAl h A f fiER) seh;

20) if f, B IR [E{H then

21) HNEH heP G, 2T
SAHIR BRI R AT IRI D £S5

22) else

23) fEEHT s T ZHOF 11 2
HoE ifR) s —> s;

24) T s A S O H A O O
RARGETAYI

25) WikE s’ 5 sz B TURE
A, SR s,

26) end if

27) HIF AR 5 “HaR A

KM YRR EELERYD A,
ps'=ps'Ufs;;

28) end for

29) C=CU{ps};

30) end for

31) returnC
2.1.4 Source-sink 4F4E € X 5 T fe

AN IS 5 IR S AUAR G ) source F sink
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T, RERG A ZAEAE B s 2 L% H0R
sink BPY5 SIS R, AR 2 A HUREE 5% Fa AL
BHEIA 2 AE, sanitizer BRI ELFE, RFXK
FA B I B8 7 Bk s 5 45 45 T B B A% 7
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5 R B RN source EAJRFAE, G013R 2 AT
o EPXAREIPIRFER, A4 T 5N
R R AR A sink 1B AJRFE, WK 3
FroR

# 2  source IEAFE
Table 2 Feature of source statement

source 1 F)RFE FEA
VGRS ETPN vul_func(CV,-++)
JR AR A B e CV = func/fread/fopen/++*

e RS R 5 5

sink THAJFEGIWIEL 5 fm. X T- 28 X i
IR A, AT LRI CVE-2014-8884 5t
ITULEH, il 5(a)ffir, B4 cmd->msg E 45 b
B, RXIFEMXKEHATRE, <F80ER
IR, Z B sink 1B A~ “ memepy(&b[4],

extern int CV = -+

cmd->msg, cmd->msg_len)”, H ELIRIE IR A 5
DAL UK APT A ANE 20 R T2 20 H IR TR
M, DU CVE-2018-12896 A, fnlE 5(b)
B, PAIASBEEOR I R BORE i, R T
o, wit—P SN R, P sink
EH)N “info->si_overrun += timr-> it overrun
last; 7o X T R4 51 s 2R Y, DU R
CVE-2015- 8956 i, Wl 5(c)fs, fEHAE
addr WIURAL 5 R AR TRET sa, TRETE T AN NULL,
FEVT I sa (118 03 A48 B ISR TR A R, 148 1) sink
TEH)N “int chan = sa->rc_channel;”.

ERE ) A AR Al source A sink 15 AR,
TSR RN TS A AR B OC B AR
HRUR R 2R B RRAE R AT UL G, an SR VTR R, 75
B R H 1 HHE OB O 5 Rk H5UR FE PR 0
KR AT A EBILE, FHEUT 3 f
T

1) ZEHREE . Y och A /2 S AR B
AN R A I, R AR BN RA SRR
WA &

2) TRAE . JC8 AR B d i B E AT e A
FERRE A &, IRt AR 1) 28 & e SO
(B A 5

3) BRECA . i ok E5 T FH AR R 2
KA BN LSRG FA R AL, R OC
AR 0 BT S A E T R A & ST
B E 0l Atk R 50 ] HOG AR B 9 R R O 2

#*3 SREABBEXFXBEEMN sink IBAFE
Table 3 Feature of critical variables and sink statement related to vulnerability type

TR CWE-ID KRG sink 1EAEHE
CWE-119
Wppmpegs V12 ATEUEAY APL # malloc, memepy. memset %, KEPERNAGRMIRNSY: BAM, KR
i CWE-787 MU THr: $EMEA], LB R IR A S B SIS B S5
CWE-20
CWE-189
BHOEH, KETREANSSEEGEENSE, RS PR IX G TR
BHEZEHEAY CWE-190
CWE-369  FRiEIESEiSIESE, SCrAs B pR
CWE-415  double free, FHEAFE NIREL, TRIFLES KA free/delete B &R 771 i fil &
SR CWE-416  use after free, KT NBEMNAEE N TEE, IWIATEIL A free/delete BN AT 2 5 TIOR8 B 4 fid
CWE.476 SHEHARTI A, S B R WA B B S NULL 484, WRWIAL M. REHRE %, Wi

FEFCH YO I A
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i, I AT REAE 24 A e AR (] i o K i A
SHR S i B 50 PR VI R 5 (1 S22 44 A4 D )
KRR

[@@ -156,6 +156,9 @@ static int ttusbdecfe_dvbs_diseqc_send_master_cnd
(struct dvb_frontend* fe, struc

0x00, Bx00, Ox00, Bx0,

0x60, 6x80 };

+ if (cmd->msg_len > sizeof(b) - 4)
retur EINVAL;

state->config->send_command(fe, 0x72,

(a) CVE-2014-8884

@@ -283,6 +2B83,17 @@ static __init int init_posix_timers(void)

}

__initcall({init_posix_timers);

+static inline int timer_overrun_to_int{struct k_itimer *timr, int baseval)
+{

r->it_overrun_last + (s64)

return sum > (s64)INT_MAX 7 INT_MAX : (int)sum;

@@ -321,10 +331,10 @@ void posixtimer_rearm(struct siginfo *info)

timr->it_active = 1;
timr->it_overrun_last = timr->it_overrun;
£ = .1s

unlock_timer(timr, flags);

(b) CVE-2018-12896

[#@ -334,16 +334,15 @@ static int rfoomm_sock_create(struct net *net, struct socket *sock,

struct socket *sock, struct sockaddr *addr, int addr_len)

(c) CVE-2015-8956
K5 sink BRI

Figure 5 sink statement samples

YR B 2 NS AR E AT source
8y sink WG AJI, AT AN T A eHE A R R
17 5835 AR FHIL AL AR
215 kiR

A %A source-sink S5 B A FEAS AT bR
1o AL LA eR BN AL AE D) s DA
A “OLD” SRR “NEW” S0, H “OLD”
FKoRBEERI S, “NEW” RoRBE G . M
“OLD” LA I Fdsic o “17, oAl
TRV FEA, M “NEW” SCEER R U] F b

WA “07, RRTLIFFEPVITFEA, P F
AN W2 AT U 25 o
22 ETREFI0REEN

AT Transformer 4 W BT H 5h %
SRR A A B VR ANE SO S SE PR AR I o
BT R R RRE R &, ARE A
PR N ZE RS FEAT ISR, H5 S A P I 0 56 R i)
22 ARSI B AR P o A AFAE IR -
221 Wk kiE

T AR R A AR AL AR AL
ST N4 (1) B SRR S PR T, 7R
RV RS EE RS AT, B84
B 9 VAR, VAR2- - BRI EUA4 4 U 9 FUNCI,
FUNC2---fEAN A [PRE AR, AS[R] 3% 1 4 B R 2
24 1] BEA LS AR R R 2 R

T2 V) 7 s BEERAE 9 M) B 4 Re % i N4 42 )
L AT U ZRATINR o AR SR ] Word2 Vec W] 7] &
R FEAT SRR, AR 1 SR A 1] R RIS
R AR E T I, SRS T R
) AR NI P V) R FEAR IR E M & .
TEVIRFEARKE—8, A SO AR AT
T R RN 4, R AR T B 3k BRI A U R 7
95%MVI R FEAR . BRI, el R Y]
RS BT AL R 1A R TIN5 — 1> Word2 Vee £,
SR G PR ) N AZ I 250 1 3] ) A 28 347
SCAHRN, Hy RNy mxn (AR FEAE R ) A
FEAXT RLFIREAE ] &, Hod m SRR FEAR s
TRREL, N RINRHIE ) = 4R RS
222 AP EAER

AN %O B Z R A Transformer 441
H = AL B Bhid 335 IR RFE AR G IR RHIE 52
£, ¥ Transformer 1) 2 Z 4l s 54 MR E 45
AR SEIY) R IRIRRE A AT S5 . AN
ZERT Rkt 6 PR

B [R5 N V) v FEAS g — AN B R R
fE X, X H ] ) AR A B R AR AIE ) = AN
B AL B B RHIE R B AR AR 2], R/NA nxd, n
RPN, d RFORFENYERE; AR
J& BN Z A i S B AT B R RIS 2], 5
— AN PR N NREAR IR OR W 2R, )5
YR AR LA e BT — MR A R
JE A IN4ERE 2 N softmax 2 HEAT 035,
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Figure 6 The architecture of neural network model

AL A AT 2L A, 28
— N T EEEENAE 2 REREM—
BRIEEFZAA—Z, FREEEH T B 1E 4R
1, H—40 2 T — 2 s AT A — 1k
BT RERSMARE AR E N —
MR EEEMA—Z . Hd, 23053 2%
2% 2 %085, ed AT A — AL
THERINLG, BRI RRIARE ). £k
TR IGHME T B,

EEFER NI, X TR PR )
B, o0 Al g LA EE AR BE WO WKL wY Bl
Query. Key. ValueiX 3 &, Query. Key.
Value & RAGERER RS, WIERHERT
SRR M, EERIIE ERANNEZ
Query, HERIIEMYE Query ILE Key (17 M
IR, B, #8555, RIEHRIE Query Al Key
IARALRE LS BT AL A 25, B Value. 7E—MH)
Fri, BARIAHEA Q. K. VIX 3 ANHE, Q
TR 5 Z AR A IUEC I B 1 B P, K RN
i ASMEN, VERZREAGIER, X3
A1) B4 S T T AL T S A Y
J157 50

E2 RtV
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Figure 7 The structure of multi-head attention
EREA B R E SRR Q5 K EAM
e, LA RS B A SR BRAE L, H itk
SRNERIBCEIERE, AR5 X B AR R BEAT 46 7
FHHAT softmax BRIELLRUETE: & JACE IR FUE,
wJaFIERE v, RIVE AR HR AL 5 A
B R RFAEEAT INBCR AN, 45 RAE N HVER 157
o ZRIEBE AP LT3 n MEESRI%E
B ERIEE n RGBSR nH Q. K.V,
T —HQ. KV, 2 AT A B HH M 150
i Head, , PfHzFrH ) Head, ~ Head,, , , EHf#
J5 (RO R A — AN AR B W © AR AS BIHERE Z
Z WE LR TRE R, e AT et
TEm &t , BARHREERENT.

MultiHead(Q, K,V ) = Concat(head, ,---, head _, )W°
D
head, = Attention(QW,2, KW VW)  (2)

Attention(Q, K,V) = softmax { 357: JV 3)

3 SWIRITSERSH

AT R B S B RH  SE I, e AR
SCHTE A IR . PRASFEAR AT U, RS
51 H 4 AN FT ) DASGAE A ST RS20 R0R, FEx
S 4 AT 40T
31 SKIER
311 ##EH

RVPAG AR S5 VAR I S S Aok W e R 1 A
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R, ARSI 5K 22 4 U R 4848 22 (NVD, national
vulnerability database) U4 L A4 CVE %5 ¥
AR, 08 23384~ CVE, TRiiFEAGEE
SIS B e RS KRB AMEASE R, 1R
£E Linux Kernel. FFmpeg. OpenSSL. FireFox %
17 NI A, EEOEE 10 Ff CWE JRiFZEAL, 4
PEEMG BWIER 4 R RURGRAEA 2 941 M
IR AT 2 893 NTCIRIRY) Fr, AEREALIZRAN
MRAAFT B, V) FEAR R IR 8:1:1 1 L g B ML K 53
NGREE . MR ATSGIEER
x4 BEERER

Table 4 Information of dataset

CWE-ID CVE #& CWE-ID CVE ¥ &
CWE-119 970 CWE-190 95
CWE-125 220 CWE-369 30
CWE-787 88 CWE-415 18
CWE-20 366 CWE-416 129
CWE-189 241 CWE-476 181

312 AR

ASCAE FH DL R AR bR A RO R 34T VAl

fEBHYE (FP, false positive): 5Tl 2k
AR, ARSZBROATCIR IR IR A 2 .

B (FN, false negative): 1571 Fiil 2%
RTGIRIR, AR SEBRAA TR PR 2 .

FPHYE (TP, true positive): 7 T 45 5
AR, HSZBroNA IR A .

FPAM (TN, true negative): BT 4k
TG, H bR TCIR I A A 2 .

HERIZ%E (ACC, Accuracy): R &5 5
L5 S B 0 AH AF B RE AR B A R AR B
teA51

Acc=(TP+TN)/(TP+TN+FP+FN)

FEHiZ% (P, precision): MM F4E BoNEH
Il HL 5 SEBRIG GUAR T B4 A 250 o5 A S0 oy
A IR B A TR AR E = Y LA

P=TP/(TP+FP)

HEZ (R, recall): AN EE RN A el
B 5 SR U R R A KR b S bR e R4
POREASCE I A o

R=TP/(TP+FN)

Fl: Z58RWHARIE ]2, S dih e e

FR G 1) I S I 1 RE
FI=2PR/(P+R)

313 SBREE

AT R FE 2 )AL T PyTorch SE3, A#
F Transformer [)%ihd#s 2% ARG 7 21 IR 255
ik, P AR A )2 SE LA R AT 55 T
WA RIEHEAT S, T3 28R ) 3 R/,
Rl =2 5 S I L & o ARSI H R
BRI GBS R E WL 5 Pis.

=5 FENGEBESHEEE
Table 5 Hyper-parameter settings of model trainting

ZH WHE ZH WHE
it 25 2 4L 3 FERISR % 8

TP 52 XK AL Adam
EES 0.000 5 BEHL I 2 0.5
£8P AN 16 RN 50

I 50 NIk (epoch) k)G, HEALE
ISR B R AIERA R B AR, BEE R IUR
S, BIAYIZRAHERR 2 AN R M 2k an ] 8 P

35 40 45 30

0355 10 15 20 25 30

IR
() HERHER
09
07k
K
=05}
03t
O =576 15 20 25 30 35 40 45 30
IR
(b) 2L

[ 8 AR HE R 22 A 2%

Figure 8 Accuracy and loss curve of model training

AR T7E N Python i 5 7E Linux #:4E R4t
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TR, TREEZEIBIAIL T PyTorch J5im sl
B (1) S 56 PR 58 C B R 6 B .
32 LWERSH

AL T HZ LT 4 ST I

RQ1: ARSI B VR R 7 Ab B8 7 32 2
MR A ARV i, R4 X g 15 A 5
BRI, R FHR TR R 2R ?

RQ2: A5 P S ()4 28 ) 28 A5 2R AH 45
T HAh RNN 2 5 B A AR I iR A I P R 2

RQ3: AL EAHRT HARIEAAS IR TR Al
RG2S BA A B IR T s i 1 e 2

RQ4: ARSI BeS AT 250kl 3 s f 4
HIEAE IR 2

SySeVREE R U ke & T KBS
TAEPRITRE, A SCrE LIRS EARAL T U0 A B
MVPPYEFEE ] F B FH T BR B 3E SU44 4L

T I RQL, XA [R] 9 E s 52 40 il B A
SySeVR. MVP HMIA LI R 8] U] Fr 7 A 35
FEJF7, %1\ Transformer #1258 WX 2% 15 784 3471 S AN
WA, V1R ERER X R 7 Fios o

U B B 2RI E AR 5 TR A
KB A),  DASE 0o it b 50 U U SUE R
SySeVR #& 1) 7544 N AEEBURKR) APT pRi %L
W B SR R E F X 4 KB
A8 SN SIRIAA G DG s, SefE H bR 7
WUAIX 4 ZEGHR AT, P O A R K HE PDG 1Y
R AR AR OC SRR PV s AR R
Yl k72 PDG T, %A1, SySeVR LRIV 17
FELL RN IR . — &4 Y K2 SRR
K, TRETFRANMEEE, HsERFTES
KEFFE 4 s BRI AR PG
SRRV, W2 S8 EE
2. EREARANTPEME . A, SySeVR
RVE “PFAZRAY” IR A, X TR
50110 R I A5 AR T e R D VR A A P e A X

B, BRE DL ST R IR TR R
RT URFAESRIEE

Table 7 Comparison of slicing methods effect

Yl J7ik Acc P R F1

SySeVR 60.2% 63.8% 59.6% 61.6%
MVP 61.8% 64.7% 61.5% 63.1%
AL 71.4% 75.0% 71.9% 73.4%

MVP TAELEREL, FE T4 T SO B R
BRIHORIRN T R B TR R4 T SR AT 55
7 R 3 R ER I S B S L (N R A IR T
(P45, MVP 0HsHlES) A R0k A
VB R[] 2B IR B ) 5E T AR R
M, G TS Ea), S 33 & e E )
TR T B A 8 R ARIGAT IR U1 s X T T6iR ]
BT ERECRFIES), 3T S8 B RoC R 48
R o), AHHIERFZ AR Y], kAL
RS R BIRTRRE A, HABORI R R M.

ARICXF SySeVR IV Ik AT 1okt b
TN TIR, U8 T S A R0 R AR
DASP A% 5 U0 R S e S PR, 5 (1 e 75 2 [
PR FR: WY A, I T kB R
TR (R A TR R 2500 (8] 5 48 SR P AT 1R 1 ) 3
gy, W B5EE TRV R IE EE, EHEE
RN AR ) C BRI R KR AT IR SR
TR B EEAH R AR v B, A SO AN TiBA) MR
RN AR T Y, e T ISR E TP
B HRFATGRMIFEAR S . kot RXIEYIPE
B i 5 SRR source HT sink
BH), et — BT R, AR T
RSP BAEIR TR . tHER 7 AT, B A
T3 R AL BRERR A ) U0 e 8 S A o R R
TR A8 SURFAE, AR SCTTERR) F1 0 B AT
SySeVR Ml MVP V) 750 Al#e Tt 7 11.8%H
10.3%, TR R EREAL.

*6 IWIMERE

Table 6 Experimental environment configuration

R R ,
— A e R
CPU A5 GPU #% BATAAT [CEE PN
Python2.7, Joern-0.3.1 . .
Intel Xeon Gold 6234 Quadro RTX . . > Linux version
CPU @ 3.30 GHz 5000 132GB 4TB Neo4j-community-2.1.5, Python3.6, 5.4.0-77-generic

PyTorch-1.5.1, VS Code
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N T B RQ2, ARV, KA
%I\ BGRU. BLSTM ¢ Transformer 1% ¥ 4%
PR AT IR AN IR, BT AR EL R 8 For o

*8 RAMRIILL

Table 8 Comparison with model effect

et} Acc P R Fl1
BGRU 57.4% 55.0% 60.4% 57.5%
BLSTM 59.1% 56.5% 63.3% 59.7%
Transformer 71.4% 75.0% 71.9% 73.4%

HT Transformer [FJ#H28 WX 28 A5 70 O 45 3
FOAR S HARE S L HATS, MBS IIE
Woamg LRI H 7 EmibgrtEae. T
BGRU 8% BLSTM FREAAEAE DL T RN A, —
FE N T A ERE R, —RAEACER T B
TAEFFAT AT B . TR A 28 ETH R BRI AS
I, AL FARIR 015 B 5 A AR (PR ARG, 77
RIS, T Transformer 7EXT 4 FTIAZET
THERT, A8 HAhi] 105 BEABGR TR, Mk
TP I Ak, JEFR PRGNS I AR O
PINRF 458, THEEREMIK, 1M Transformer @i
Z I ER SN RIS b BREEA ), HEI A B 4
A5 B0t TIPSR, MR T E I 25 B
A, 3 8 %N, Transformer fH1Z5 M L&A ALK
F1 2380 T4 BGRU BALURT BLSTM A
GrAERTE 15.9%F1 13.7%, HiE | Transformer 1574
T RIS U AT A 2801

NT BB RQ3, ASCEFS A R B Al 22
PSRRI VAT 90508, AL AR PRI T A0 )
IR 7772 (CheckmarxP7 il FlawFinder®®)
AN b 2 R B 2 S IR IR 77 i (SySeVRE!
A1 Devign!"™). SySeVR & U] i IR 140
TAE, NAEHRAPL 4% Bi-LSTM S8, Devign
& RE RIS ARER TAE, N A& 4%
GGNN S Il 77 i Lk 9 B

LT IR IR A I VAR T AR R 4
56 58 SCHIIRIRARI, - 45 & R AT 7 i A i
TRV B B AR AR T IR . BT ISR
iR R Z R, TRINRTIEE G
HRRIAR, SR TIEAERCR IR H
9 AT, FETHU A IRIRAS I T VR R IAE,
Checkmarx [ [E] 3R A 24.2%, FlawFinder 17

[F260R 26.6%, AR B S . 3T IR
J5E 5 ST IS I 7 VR B8 shiz i fE e g AE
IRIAEL S, e 7R AN LA, Ikl
T2 N T IR . SySeVR A Devign f2& H
(AR YE TAE, Devign TAEAEREL:, MET )
RERINTTE, AEETE 2 5 JG R G A TP
RIS, Hoe T r s sk B iRmEEA, R
SEREM) R UE B R BRSO R AR
SySeVR WFZF U 7t AT 1 oedt, 7EXHIRTR
FEARPAT 568 T ST i A gk — 25 ekl 1%
¥ REAS T (M R R ), IR T RE D ot k1
Transformer 45 W28 R BEAT JRFAS I, F1 43
BB T SySeVR iR 1 Devign i 73 B3 T} T
19.2%F1 13.6%, A&k SR s 4.
RO BN R

Table 9 Comparison with vulnerability detection
methods effect

LoR/IWIRPS Acc P R F1

Checkmarx  50.2% 50.3% 24.2% 32.6%
FlawFinder ~ 50.4% 50.7% 26.6% 34.9%
SySeVR 60.0% 51.2% 57.7% 54.2%
Devign 58.8% 58.5% 61.1% 59.8%
AT 71.4% 75.0% 71.9% 73.4%

97 1% RQ4, ACAEH NVD HdfR 42 4t
(1) Z A LSRR IR AR R AT S50, IR DAFIE R
AME R FEE RS openGauss 1 G IS 4 it
—WWIIEAR L RA M SL M. BARkUL, B eR
532 3 s B9 H bRl TR AL sink 15 A RFAEAE U5
ARHE F R B LR sink WE5], 40X)F double free
B use after free FIIRTAZEAL, U PEACHS (L
B free/delete 1EA) IR E VIR, FAV
S5 58 IR FE 2 SRR AT R I . A 45 SR
FEAE, BRI, AR SR8 AN 70 B i 5] 2R
R Z T 1M e B A R I 46 R 2 75 1R

AF%F Linux Kernel H 1 — AN e S24 347
VRN T IS A0y CWE-119 Z8n X i
T, PREL bremf cfg80211 mgmt tx FuVFAHLAH F
RS O TH) NL80211_CMD_FRAME W 4% 45%
PR A0 BB A i 55 Mot . BRIl bR
AL H memepy $hAT N AFE I, ARG X
K/NBEATIIE, 4k 5| KA Ui, 1B 5 5 IR
K I TS 056 UE A B S T A Ak R . ARSI
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T SeAE VAR R BIEURY) APL YA, AR5 2
T AN B O RAR UL E M, B
AT B JE i N TR B 5 IR AT R, A 44
5 LR R V) R FEAR TR AR IR . 3SR
o S5 43 M an B 9 B o

130 O G DO M S I i ol N W T AT
7 AR IELE BAREAT openGauss HAS
3 ANELERIRIR, 7302 Fa % # 51 H < double
free M FRZFIRIA . 3£ 10 A N To sk i
TFZR, 4G R OS] i T H %,

4 ZERIE

RS RS IUAT 2 TR P 2 2T IR TR s I 5 12
A T X L ST AP I A 0 250 SR AN D ) R AT 8

1: bremf cfg80211 mgmt tx(struct m_ps *params. ... )
4: const u8 *buf = params--buf:
5: size_t len = params--len:
20: if (ieeeB0211 _is_probe respimgmt--frame_control)) |
21: ie offset = DOTI1 MGMT HDR LEN + ...
22: e _len = len - ie_offset:
23: vif = cfg- p2p.bss_idx[P2PAPI BSSCFG _DEVICE]vif:
240 err = bremf vif set memt ie(vif- &buflie_offset]ie len):
25 cfe80211 mgmt tx status(wdev. *cookie, buf, len, true):}
26: else if (ieee is actionimgmt--frame_control)) |
27 if (len"BRCMF _FIL_ACTION FRAME SIZE+
DOTI11 MGMT HDR LEN){

28: bremf erm("invalid action frame length "),
29 err = -EINVAL:

30 goto exit:

il )

36:  action_frame = &af params- -action_frame;

370 action_frame--packet_id = cpu_to_le32(*cookie):
38 memepy(&action e d|[lI] .\m!-ml— dal0]....
3% memcepy(&af p. - bssid[(}]. &megmt- hwu.l[h]_...
40:  action_frame--len = cpu_to_lel6(len -

DOTLI MGMT HDR LENY).

48:  memepy(action_frame- data,
&buf[DOT1T_MGMT_HDR_LEN].
lel6 to cpuiaction frame--len))

52: exit:

53 retum err:

— 0

b, AN T B AT AT R B S b LA B
TAFE P 5 BE S R, ReiE A SUb B bR 20T
TAREA, F-FE TR R 8 e 5 A,
FHIUREBZIIRER, AFTHIES BT
IRIARE A . hAh, ANSCH Transformer #1480 4%
TR N T IR RS I AT, 8 S HAh SRR
ﬁﬂﬁ%%%%ﬁ%nﬂ%?ﬁiﬁ%%ﬁﬂﬁ
H A1) TAERAFAE— € R PR . ARSI
FLT 10 FhiRIFZRAY, oy 4T i B S A P
TR 2R, AR TR EEWT T )iz ()R
AR . Ak, Bl fErrdt —IE 21 TAE,
ARSI B SRR/, Rk TR RS K
R E H A IR REG, R e B A 4
AN ST IR T2 B AR

I: bremf ¢fg80211 megmt tx(struct m_ps *params. ...)
onst u *buf =

3”'111 u.r.cKll"ll is pwh: resp ( mgmt - frame_control ) )
22iie_len = len - ie_offset:
24:err = bremf vif set_ mgmt_ie(vif.-- &buflie_offset].ie_len)k
25:efgR0211_mgmt_tx status(wdev. *cookie, buf, len. true):
26:else if ( ieeeB0211 is action ( mgmt --frame control ) )
27:if ( len =~ BRCMF_FIL_ACTION FRAME SIZE +
DOTI1 MGMT HDR LEN )
-EINVAL:
30:goto exil:
36:action_frame = &af params--action_frame:
3T:action_frame- - packet_id = cpu_to_le32(*cookie):
38:memepy(&action_frame--da[0], &mamt--daf0].... )
39:memepyv(&af params- -bid[0], &mgmt- bid[0].... ).
4action_frame--len = cpu_to_lel6(len -
DOTI_MGMT _HDR_LEN).
48:memepy ( action frame - data .
& buf | DOTI1 MGMT HDR LEN ].
lel6_to_cpu ( action_frame -~ len ) ).

s R by

5413
P
B9 BLIzIRIAAS I SEG] 43 by
Figure 9 A detection case of a real vulnerability
%10 BI AT SRR
Table 10 List of vulnerabilities found in openGauss and verified by manual analysis

TRl R SRR AR R A 43
CWE-476 src/storage/gstor/zekernel/kernel/table/* . HEfRETRE S R S IREH R T AR, Faxd kT vIia b
CWE-415 src/gausskernel/optimizer/commands/*.cpp TEAE double free L AxFR &, TERBURE G B &I H B 9 NULL
CWE-369 sre/common/backend/utils/adt/*.cpp BEBREAE NI 0, (HAERR LAZAL BN R HoR oA %
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